Making Good Choices on Social Networking Sites

Principal Concerns

The principal conoems associated with social networking sites are ...

= insafe or inappropriate disclosure of personal information or
images.

« Unsafe connections with dangerous individuals or groups.

« Engage in or iargeted by cyberbullying or sexual harassment.

» Addictive access.

« Lie about age to participate.

Check It Out

« Do you mest the age requirement?

» Do the Terms of Use prohibit harmiul aclivities?

« Does the site allow you fo conirol who has access to your profile?
= Does the site have a complaint process?

Protect Your Privacy and Reputation
» Use privacy protection features to limit who can view your profile.
- But remember “private” does not mean PRIVATE!
= Even if you use privacy protection Teatures, don’t post material that
could ...
- Allow a stranger o find you in Real Life.
- Altract a dangerous stranger.
- Be used by a cyberbully fo torment you.
- Damage your reputation, friendships, or future opportunities.
- Cause harm or disiress lo another.
= if someone posts this kind of information or material about you on
their profile, demand that it be removed. i it is not promptly
removed, tell an aduit or file a complaint.
» Recognize that personalily quizzes and contests are techniquas to
obtain your parsonal information for advertising.

Be Selective
» Be selective about who you add as friends.
- When starting, limit contacts to friends and “friends of fiends.”
You should know how o find all of your online Fiends in Rea! Life.
= Carefully assess the safety and values of people you meet online by
reviewing their profile and communications.
- Have a safe plan, approved by your parent, if you want fo mesi in
person. Mest in a public place with a safe person nearby.
» Block anyone who ...

- Communicates rudely.

- Appears to be hrying to manipulate you by sending “overly
friendly” messagss, using excessive complements, offering vou
“gifts”, or wanting fo establish a “special” relationship.

- Wanis to talk about sex or asks Tor a sexy piciure.

- Does not fit your values,

« File a complaint ¥ you recaive harmful or potentislly dangerous
communications.

Be Responsible
« Do not send rude or hurtful messages or post harmiful material.
= Respect the privacy and reputation of your friends.

Be a Leoder

Speak up for good walues in your online community.

if you see someone who Is making bad choices or in danger ...
» Talk with the person about your concems.

« Reporl to a respansible adull,

Keep Your Life in Bolance
= Communicating with friends online can strengthen your friendships.

\\ But make sure you alsc spend time with your friends in Real Life. J

Core Sirategies

Effective Problews Solving
The following questions can help teens engage
in problem solving.
= YWhatls the siiustion?
- What concerns does this siiuation raise?
Yihat are the risks?
- What values are implicated?
= Who is involved and what are thelr personal
inlerasis?
- Does anvone appearto be rving lo
manipulate someone slse?
= YWhat are the possible actions and the
possible cutcomes for each of these
actions?
- Which cholce has the greatest possibility
in lzading fo the best possible culcome for
sl concemed?

Responsible Decision-Making

These questions can help teens evaluate

whether they are making a responsibie choice.

« s this kind and respeciful to others?

» How would | fesl i someone did or said the
same thing o me or to my best flend?

« What would my mom, dad, or other trusied
adult think or do?

« Would | violate any agreements, rules, or
laws?

= How would | fesl § my actions were reported
on the front page of a newspaper?

= YWhat would happen if everybody did this?

« Would it be ckay i | did this in the meal

world?

How would this reflect on me?
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